The Modern SOC

A DJND field manual for security operations

Condensed from The Modern Security Operations Center: The People, Process, and Technology for Operating SOC
Services by Joseph Muniz, Gary MclIntyre, and Nadhem AlFardan (Pearson, 2021).

SOC strategy, services, staffing, telemetry, SIEM, threat intelligence, detection, hunting, incident response, forensics,
vulnerability management, orchestration, automation, metrics, and maturity.

SOC analysts, detection engineers, incident responders, threat hunters, SOC leads, security architects, and technical
managers.

The point

A SOC is a service organization that turns telemetry into security decisions and coordinated action. Tools support the work.
They do not define the mission, fix missing data, supply analyst judgment, or make anybody respond to the ticket.

« Build services around business risk and observable threats.
* Give analysts usable telemetry, documented decisions, and authority that matches their responsibility.
» Measure detection and response outcomes, not dashboard decoration.

» Automate stable decisions. Keep human judgment where context and consequence still matter.
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PART |

Mission, Scope, and Maturity

Decide what the SOC is responsible for before buying the tools that will allegedly solve it.

Mission and scope

» The mission states why the SOC exists and what business outcomes it supports. The scope defines services, environments,
users, data, hours, authority, dependencies, and exclusions.

» Name the customers: business units, IT, cloud teams, legal, leadership, regulators, third parties, or external clients.

* Define service boundaries between the SOC, incident response, vulnerability management, engineering, IT operations,
identity, cloud, legal, and physical security.

» Document what the SOC can do directly, what requires approval, and who owns the decision when time matters.

Goals that survive contact with operations
» Rank threats and business services by consequence, likelihood, exposure, and organizational tolerance.
» Map each goal to capabilities, telemetry, detections, procedures, staffing, escalation, and response authority.
» Separate aspirational coverage from operational coverage. A diagram is not a monitored control.

* Set milestones with owners, dependencies, funding, acceptance criteria, and review dates.
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Capability and Maturity Assessment

Strategy

People

Process

Technology

Data

Outcomes

Gap analysis

Mission, scope, risk priorities, service catalog, stakeholders, funding, governance, and acceptance
criteria.

Roles, skills, staffing model, shifts, training, escalation authority, career paths, and sustainable
workload.

Triage, investigation, incident handling, evidence, handoffs, exceptions, change control, and
post-incident learning.

Collection, SIEM, endpoint, network, identity, cloud, case management, intelligence, orchestration, and
forensic capability.

Source inventory, ownership, parsing, normalization, time, retention, quality, access, cost, and
coverage.

Detection coverage, decision quality, response speed, containment, recurrence, risk reduction, and
customer confidence.

» Compare required capabilities with what is deployed, staffed, integrated, documented, tested, and actually used.

» Record the gap, affected threat or service, operational consequence, compensating control, owner, cost, and remediation

path.

» Sequence dependencies. Detection engineering cannot fix telemetry that never arrives. Automation cannot fix a decision
nobody has defined.

» Reassess after incidents, architecture changes, mergers, cloud adoption, identity changes, major tooling changes, and

threat shifts.

Maturity is repeatable performance under real conditions, not the number of products in the architecture slide.
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Operating Model: In-House, External, or Hybrid

Select by service, not ideology

* In-house teams retain context, direct control, and institutional knowledge but carry staffing, coverage, engineering, and
retention burdens.

« External providers can add scale, specialist skills, and continuous coverage but may lack environment context and depend
on contracts, integrations, and escalation quality.

» Hybrid models can place monitoring or specialist services outside while retaining decisions, response authority, and
high-context investigation internally.

* For every outsourced service, define telemetry, detection ownership, tuning, evidence access, notification thresholds,
escalation, response authority, retention, reporting, and exit requirements.
Provider validation
* Test with known scenarios. Marketing claims do not prove visibility into your environment.

» Measure alert fidelity, investigation depth, escalation time, communication quality, and the provider’s ability to support
containment and evidence needs.

 Confirm what happens outside normal hours, during widespread events, and when the provider itself is impaired.

» Keep copies of detection logic, case data, runbooks, asset context, and historical evidence where contract and architecture
permit.
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PART I

Services, People, and Process

A service catalog keeps the SOC from becoming the queue where every security problem goes to become somebody else’s
problem.

Core service areas
 Security monitoring and event triage.
« Detection engineering and content lifecycle.
* Incident analysis, coordination, containment support, and escalation.
* Threat intelligence management and operationalization.
* Threat hunting and hypothesis-driven analysis.
« Digital forensics and malware analysis, where capability exists.
* Vulnerability and exposure management support.

 Security awareness, reporting, research, engineering, and continuous improvement.

Define each service
* Purpose and customers.
* Inputs, data sources, dependencies, and entry criteria.
« Activities, decision points, outputs, and completion criteria.
 Hours, severity targets, escalation paths, ownership, and response authority.
* Evidence requirements, retention, reporting, quality controls, and metrics.

* Known exclusions and the team that owns what remains.
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Roles and Responsibilities

Analyst Triage, validate, enrich, scope, document, escalate, and execute authorized response.
Senior analyst / Handle complex investigations, develop hypotheses, mentor, tune content, and lead response
hunter work.

Detection Translate threat behavior and telemetry into tested, versioned, monitored detection logic.
engineer

Incident Coordinate containment, eradication, recovery, evidence, communications, and cross-team
responder decisions.

Threat Assess sources, produce relevant intelligence, maintain requirements, and connect intelligence to
intelligence decisions.

analyst

SOC engineer Operate collection, parsing, SIEM, EDR, integrations, case systems, automation, access, and

platform health.

SOC lead / Own services, staffing, priorities, quality, metrics, stakeholder communication, and continuous
manager improvement.

RACI is not enough

» Document who is allowed to isolate a host, disable an account, block an indicator, preserve evidence, contact a user,
declare an incident, and notify leadership.

* Define approval exceptions for urgent conditions and the evidence required afterward.
* Build primary and backup ownership. A process dependent on one person is an outage with a calendar.

» Keep job descriptions aligned with the work actually performed.
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Staffing, Shifts, and Analyst Sustainability

Capacity planning

» Model alert volume, investigation effort, service hours, severity mix, projects, meetings, training, leave, surge events, and
engineering work.

* Use arrival patterns and handling time, not annual alert totals, to estimate shift load.

» Reserve capacity for hunts, tuning, playbook maintenance, exercises, documentation, and improvement. If every hour is
triage, the SOC is consuming itself.

« Design handoffs for open cases, environment changes, intelligence, tool health, and upcoming risk.

Quality and retention
* Train with representative telemetry and investigation scenarios, not product tours alone.
 Use peer review, case review, detection review, and calibrated severity decisions.
* Rotate work carefully so depth is built without abandoning service ownership.

» Track burnout signals: sustained backlog, excessive after-hours work, low decision authority, repeated false positives, poor
documentation. and unresolved enaineerina debt

Telling analysts to be resilient while leaving the queue broken is not workforce development.
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Procedures, Playbooks, and Case Records

Procedure design

« Start with the decision the procedure supports. List prerequisites, data sources, steps, branches, escalation, evidence,
containment authority, and closure criteria.

 Separate deterministic steps from analyst judgment. Explain what evidence changes the decision.

* Include failure paths: missing logs, unavailable tools, inaccessible endpoints, conflicting telemetry, absent owners, and
third-party delays.

« Version procedures, test them, assign owners, and review after incidents and tool changes.

Case documentation

» Record the initial signal, timestamps, entities, source data, queries, evidence, findings, scope, severity reasoning, actions,
approvals, communications, and outcome.

« Distinguish facts, analyst assessment, assumptions, and unanswered questions.
* Use a timeline that supports handoff and post-incident reconstruction.

» Close with a disposition that can improve detection. telemetry, asset data. user controls. or process

Screenshots alone are not documentation. Save the query, time range, source, result, and reason it mattered.
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PART Il

Telemetry and SIEM Engineering

The SOC cannot detect what the environment does not record, deliver, parse, retain, and expose to analysts.

Telemetry priorities
« Identity and authentication: sign-ins, MFA, sessions, tokens, privilege, account lifecycle, directory changes, and federation.

» Endpoint: process, command line, parent-child lineage, file, registry or configuration, persistence, network, user, and
response state.

» Network: DNS, proxy, firewall, VPN, flow, packet evidence where justified, wireless, remote access, and network security
controls.

* Cloud and SaaS: control plane, data plane where available, identity, admin activity, audit, resource changes, sharing, and
security findings.

» Email and collaboration: delivery, authentication, links, attachments, mailbox rules, forwarding, OAuth applications, and user
reports.

* Applications and data: authentication, authorization, administrative activity, sensitive transactions, errors, and business
context.
Source onboarding contract

» Owner, business purpose, systems covered, event types, schema, transport, time zone, expected volume, retention,
sensitivity, and cost.

« Health checks for silence, delay, parsing failure, duplication, volume change, clock drift, and field loss.
» Acceptance tests using known actions that must appear with usable fields.

» Change notification and a rollback path. A parser update can quietly blind a detection without taking anything “down.”
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Data Quality and Normalization

Completeness Required events and fields arrive for the intended assets, users, and actions.

Correctness Values represent the source accurately; parsing and enrichment do not change meaning.

Timeliness Events arrive soon enough for the response use case.

Consistency Comparable concepts use stable field names, types, units, and semantics.

Uniqueness Retries, collectors, and pipelines do not inflate evidence with unrecognized duplicates.

Context Assets, identities, ownership, criticality, location, vulnerability, and business service data are
available.

Normalization without fiction

* Preserve raw fields and source identity. A common schema helps correlation but can hide source-specific meaning.

» Normalize only when concepts are truly comparable. “User,” “actor,” “owner,” and “subject” are not interchangeable in every

log.
» Track parser and enrichment versions so historical changes can be explained.

» Test detection logic against nulls, multivalue fields, type changes, late events, duplicate events, and inconsistent casing.
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SIEM Architecture and Content Lifecycle

What the SIEM must support
* Collection or access to distributed telemetry.
 Search, correlation, enrichment, analytics, alerting, dashboards, and evidence retention.
» Role-based access, audit, data protection, platform health, backup, and disaster recovery.
 Capacity planning across ingestion, indexing, search concurrency, retention, and burst volume.

* Integration with case management, EDR, intelligence, asset data, identity, automation, and response systems.

Content lifecycle
» Requirement: define the threat behavior, affected assets, data, expected decision, and response.
» Development: write logic, document assumptions, map fields and behaviors, and create representative tests.
« Validation: test true positive, benign, missing-data, duplicate, time-boundary, and scale conditions.
 Deployment: version, peer review, stage, monitor, and provide rollback.
 Operations: measure health, fidelity, coverage, performance, and analyst use.

» Retirement: remove obsolete content and document replacement or accepted aap

A correlation search that has never fired may be perfectly tuned, completely blind, or pointed at a field that stopped existing
six months ago. Test it.
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Dashboards, Alerts, and Case Routing

Alerts should create decisions
» State what behavior was observed, why it matters, which entities are involved, and what the analyst should verify.

* Include the time range, source coverage, supporting events, enrichment, known limitations, and recommended response
path.

 Deduplicate and group related events without hiding scope or sequence.

» Route by required skill, authority, business context, and urgency—not just a generic severity label.

Dashboard discipline

» Operational dashboards show queue health, telemetry health, detection health, incident status, response dependencies, and
service targets.

» Management dashboards show risk and service outcomes with definitions and limitations.
« Avoid counts without denominators, trends without consistent definitions, and averages that hide critical outliers.

« If a dashboard cannot support a decision, investigation, or service review, it is wall art.
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PART IV

Detection, Intelligence, and Hunting

Signature, behavior, and anomaly detection answer different questions. None of them replaces investigation.

Detection approaches

« Signature: matches known indicators, patterns, or artifacts. Precise and efficient when the target is known; fragile when the
adversary changes the observable.

» Behavior: detects actions or sequences associated with attacker objectives. More durable, but dependent on context and
telemetry.

* Anomaly: identifies deviation from a baseline. Useful for discovery, but unusual is not the same as malicious.

« Correlation: combines weak or partial signals across time, entities, and sources to build stronger evidence.

Detection requirement
 Threat behavior and expected attacker objective.
» Required telemetry and fields.
« Entity scope and environmental assumptions.
* Logic, thresholds, time window, exclusions, and enrichment.
» Expected false-positive causes and coverage gaps.

» Triage steps, severity logic, response actions, owner, tests, and maintenance schedule.
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Detection Engineering in Practice

Build from evidence

* Use incidents, threat intelligence, adversary techniques, control gaps, red-team results, audit findings, and business-risk
scenarios.

» Map ATT&CK; or another model to organize coverage, not to claim coverage from a tag alone.
« Write tests using realistic event shapes, time ordering, cardinality, and benign lookalikes.

« Validate end to end: action, sensor, collection, parsing, detection, alert, routing, case, and response.

Tune without erasing the threat
« Identify why benign activity matched and whether context can distinguish it from the target behavior.
* Prefer narrow, documented, expiring exceptions tied to owner and business reason.
» Measure what an exclusion removes. A quiet alert is not proof of a better alert.

* Review high-volume low-yield detections, never-triggered detections, repeated dispositions, and cases analysts bypass.

Coverage review

« Differentiate theoretical, data-available, detection-implemented, detection-tested, and response-ready coverage.

* Record blind spots caused by unsupported platforms, encrypted traffic, missing identity, short retention, unowned assets,
and third parties.

* Prioritize behaviors that cross prevention boundaries and lead to material impact.
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Threat Intelligence

Start with requirements

» Define the decisions intelligence must support: prioritization, detection, hunting, incident scoping, vulnerability response,
leadership awareness, or third-party risk.

* Collect from sources that can answer those questions. More feeds usually create more processing, not more intelligence.

« Evaluate source reliability, information credibility, timeliness, relevance, specificity, and handling restrictions.

» Separate raw data, evaluated information, analytic judgment, and finished intelligence.

Operationalize intelligence

» Translate reports into behaviors, infrastructure, malware, vulnerabilities, victim patterns, defensive opportunities, and
intelligence gaps.

« Enrich indicators with first seen, last seen, confidence, source, context, expected lifetime, and expiration.
* Create or update detections, hunts, blocks, vulnerability priorities, watchlists, and response guidance.

» Track whether the intelliaence chanaed a decision or produced evidence, Feed ingestion is not an outcome

An indicator without context is a string. A thousand strings without lifecycle management is a cleanup project.
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Threat Hunting

Hunt workflow
« Define a hypothesis tied to adversary behavior, risk, intelligence, a detection gap, or unexplained evidence.
« State the population, time range, required data, expected observables, assumptions, and stopping conditions.

 Query broadly enough to find variants, then pivot through identities, hosts, processes, network activity, cloud resources, and
time.

* Preserve queries, results, pivots, negative findings, coverage limitations, and analyst reasoning.

« Escalate confirmed or likely malicious activity into incident response. Convert repeatable findings into detection or telemetry
improvements.

Hunt outcomes
« Incident or scoped suspicious activity.
» New detection logic or tuned existing content.
» Telemetry, parsing, enrichment, or retention gap.
* Asset, identity, vulnerability, or architecture issue.
* Rejected hypothesis with documented evidence and coverage.

» New intelligence requirement or control recommendation.

A hunt is not “search until something looks weird.” It is a documented question, evidence trail, and disposition.
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PART V

Incident Response and Forensics

The alert starts the decision process. It does not finish the investigation.

Preparation

« Incident policy, severity, authority, escalation, communications, evidence, legal, regulatory, insurance, and third-party
requirements.

« Current contacts, out-of-band communication, emergency access, tool readiness, forensic capability, and clean recovery
resources.

* Playbooks for likely scenarios with tested decision points and business dependencies.

* Exercises that include missing data, compromised identity, unavailable owners, conflicting priorities, and after-hours
response.

Detection and analysis
« Validate the signal and confirm affected entities.
* Build a timeline and identify the earliest supported malicious or suspicious activity.

* Determine initial access, execution, persistence, privilege, credential access, discovery, lateral movement, command and
control, collection, exfiltration, and impact as evidence permits.

» Scope across related accounts, hosts, applications, tenants, locations, and third parties.

« Assign severity from evidence, business impact, adversary capability, spread, persistence, and uncertainty.
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Triage and Investigation Record

Signal What fired or was reported? Which source and logic produced it?

Entities Users, hosts, IPs, sessions, applications, cloud resources, files, domains, and business services.
Timeline First observed, preceding activity, alert time, analyst actions, containment, and current state.
Evidence Raw events, queries, artifacts, screenshots with context, hashes, packet data, and source limitations.

Assessment Confirmed facts, hypotheses, confidence, severity, likely objective, and business consequence.
Scope Known affected, likely affected, checked and clean, unverified, and unobservable populations.

Action Containment, eradication, recovery, approvals, communications, owner, deadline, and rollback.

Investigation discipline
 Use the smallest time range that answers the question, then expand deliberately.
» Normalize time and preserve original timestamps and zones.
* Pivot on durable relationships, not one indicator alone.
« Corroborate across independent sources where possible.
» Record why evidence was considered benign, expected, suspicious, or malicious.

* Do not call an environment clean when the relevant telemetry was unavailable.
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Containment, Eradication, and Recovery

Containment
* Select actions based on attacker activity, business impact, evidence risk, spread, persistence, and response authority.

« Options include isolating endpoints, disabling accounts or sessions, blocking infrastructure, restricting applications,
segmenting networks, revoking tokens, and protecting data.

 Coordinate actions so one containment step does not warn the attacker before broader access is controlled.

« Define rollback, validation, and monitoring for each action.

Eradication
» Remove persistence, malware, unauthorized accounts, keys, tokens, applications, tasks, rules, and configuration changes.
« Patch exploited weaknesses and correct the control or architecture condition that enabled access.
 Reset credentials and trust relationships in an order that does not reintroduce compromise.

« Rebuild where confidence in cleaning is insufficient.

Recovery
* Restore by business priority and dependency order into a monitored environment.
* Validate identity, configuration, patch state, data integrity, logging, EDR, and network controls before production return.
* Increase monitoring for known behavior, adjacent techniques, reused credentials, and recurrence.

* Obtain business-owner acceptance and document residual risk.
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Digital Forensics and Evidence

Evidence handling
« Define legal authority, purpose, scope, collection method, storage, access, retention, and disposition.
» Document who collected, transferred, examined, stored, and released evidence, with timestamps and integrity verification.

* Preserve volatile data first when it is relevant: memory, processes, connections, sessions, mounted resources, and transient
cloud state.

« Acquire forensic copies where required; work from verified copies and preserve originals.

» Hash evidence to detect change. A hash supports integrity; it does not prove who created the evidence or what it means.

Analysis

« Static analysis examines files and metadata without executing them. Dynamic analysis observes behavior in a controlled
environment.

* Correlate endpoint artifacts, logs, identity events, network data, cloud records, email, and application evidence.
» Account for anti-analysis, packing, time manipulation, deleted data, log gaps, and attacker use of legitimate tools.

» Report methods. findinas. confidence., limitations. and alternative explanations

Evidence collection is not the place for undocumented creativity. If the method cannot be explained, the result will be difficult
to defend.
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Post-Incident Activity

Close the incident, not the learning
 Confirm containment, eradication, recovery, monitoring, communications, notifications, evidence, and business acceptance.
» Reconstruct the timeline, initial access, attacker actions, affected assets, data impact, response actions, and control failures.
« Identify what worked, what failed, what was missing, and where decisions were delayed.
» Create corrective actions with owner, priority, due date, evidence of completion, and validation.

» Update detections, hunts, intelligence, telemetry, asset data, playbooks, architecture, training, vendor requirements, and risk
records.

Review quality
 Focus on system and process improvement, not performance theater.
« Use evidence from the case rather than retrospective certainty.
« Separate root causes, contributing factors, detection opportunities, response gaps, and recovery issues.

* Track recurrence. Repeated lessons are unresolved findings.
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PART VI

Vulnerability and Exposure Management

A scanner identifies conditions. The organization still has to decide which ones matter and make somebody fix them.

Lifecycle
* Inventory assets, identities, applications, cloud resources, data, ownership, criticality, exposure, and dependencies.

« Collect vulnerability, configuration, patch, threat, exploit, control, and business context.

* Assess risk using technical severity plus reachability, exploitability, active exploitation, privileges, asset value, compensating

controls, and consequence.
» Validate findings and distinguish false positives, accepted configurations, inaccessible assets, and unverified coverage.

* Assign remediation, track progress, verify the fix, document residual risk, and repeat.

Prioritization
» CVSS describes technical characteristics; it does not know your business, architecture, or active threat.

* Prioritize internet-exposed, exploitable, high-impact paths; weaknesses on identity, management, backup, security, and
critical business systems; and vulnerabilities used in relevant campaigns.

* Group findings by root cause, shared remediation, attack path, owner, or system class.

» Measure aging, exposure, remediation reliability, recurrence, and risk reduction—not only raw finding counts.
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Remediation, Exceptions, and Reporting

Remediation workflow

* Provide the affected asset, evidence, risk, exploit conditions, business consequence, recommended fix, alternatives,
validation method, owner, and deadline.

« Coordinate patching and configuration changes with testing, deployment, rollback, and outage requirements.
« Verify with rescanning or direct evidence. Ticket closure is not technical validation.

« Escalate failures through defined risk governance rather than recycling overdue tickets.

Exceptions

* Require business owner, technical owner, risk statement, reason, compensating controls, approval, expiration, and review

date.
« Limit scope to explicit assets and conditions.
» Monitor whether threat, exposure, exploitability, or business value changes.

 Expire exceptions automatically unless renewed with current evidence. Permanent temporary exceptions are just
unmanaged risk.

Reporting
 Operational: coverage, scan health, assignment, backlog, aging, failed remediation, and exceptions.
» Technical: exploitable paths, affected systems, validation, root causes, and required changes.

* Leadership: material exposure, business services, trend, decision needs, residual risk, and accountable ownership.
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PART VII

Orchestration, Automation, and Engineering

Automate the work only after the inputs, decisions, permissions, and failure handling are stable.

SIEM, SOAR, EDR, and XDR roles
» SIEM centralizes or queries telemetry and supports search, correlation, detection, investigation, and reporting.
» SOAR coordinates workflows across tools, data, cases, approvals, and actions.
» EDR provides endpoint telemetry, detection, investigation, and response capabilities.

» XDR is a product architecture and marketing category for cross-domain detection and response. Judge the actual data,
analytics, control, openness, and workflow.

» No category removes the need for data engineering, detection ownership, case quality, response authority, or platform
operations.

Good automation targets
* Repetitive enrichment and context retrieval.
« Indicator normalization, deduplication, reputation, and lifecycle checks.
» Case creation, routing, notifications, evidence packaging, and status synchronization.
* Low-risk reversible containment with appropriate confidence and approval.
* Telemetry health tests, detection tests, parser validation, and content deployment.

» Reporting assembled from governed definitions.
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Playbook and Automation Safety

Trigger What exact evidence starts the workflow, and how is duplicate execution prevented?

Inputs Which fields, sources, identities, assets, and confidence are required?

Decision Which branches are deterministic, and where is analyst or owner approval required?

Action What systems change, with what credentials, scope, rate limit, and authority?

Failure What happens when data is missing, an API fails, a target is ambiguous, or the action partially
succeeds?

Rollback Can the action be reversed, by whom, and with what evidence?

Audit Are inputs, decisions, actions, results, errors, approvals, versions, and identities recorded?

Testing Has the workflow been tested against benign, malicious, edge, timeout, scale, and permission
conditions?

Automation can make the right decision faster. It can also make the wrong decision everywhere at once. Build guardrails
accordingly.
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Security Engineering and DevOps

Treat content as code
» Store detections, parsers, playbooks, dashboards, enrichment, tests, and documentation in version control where practical.
» Use code review, automated tests, staged deployment, release notes, monitoring, rollback, and ownership.
 Separate secrets and environment-specific configuration from reusable logic.

« Validate schemas, field dependencies, query performance, permissions, API behavior, and destructive actions.

Data and APlIs
 Define models before integrating systems. Field names without shared semantics create automated confusion.

» Handle pagination, rate limits, retries, idempotency, partial results, time zones, encoding, authentication, and API version
changes.

* Preserve source provenance through enrichment and orchestration.

 Monitor integration health and alert on silent failure, not just explicit errors.

Infrastructure and cloud
» Use automation for consistent configuration, access, deployment, telemetry, and validation.
* Apply least privilege to service identities and automation runners.
* Treat scripts, playbooks, CI/CD, orchestration, and cloud control planes as privileged attack surfaces.

* Test changes against production-like data volume and failure behavior.
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PART VIII

Metrics, Resilience, and Continuous Improvement

Measure whether the SOC sees, decides, acts, and improves. Counting alerts is the easy part and usually the least useful.

Service metrics
» Coverage: required sources onboarded, healthy, parsed, retained, and available for priority threats.
« Detection: tested behavioral coverage, precision, alert volume, analyst disposition, detection delay, and content health.
» Response: time to validate, scope, contain, eradicate, recover, and communicate—with severity and dependency context.
* Quality: reopened cases, missed scope, incorrect severity, incomplete records, handoff failure, and repeated incidents.

» Improvement: telemetry gaps closed, detections added, playbooks corrected, automation stabilized, and corrective actions
completed.

» Customer: decision usefulness, escalation quality, service reliability, and unresolved ownership barriers.

Metric traps
 Averages hide tails and severity differences.
* Faster closure can mean better handling or premature closure.
» More alerts can mean better coverage or broken tuning.
» More incidents can mean more attacks or improved detection.
* A declining false-positive rate can come from broad exclusions that also remove true positives.

» Every metric needs definition, population, denominator, time basis, exclusions, owner, and intended decision.
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SOC Resilience

Protect the SOC itself

» Segment and harden SOC infrastructure, administrative systems, evidence stores, automation, collectors, and management
access.

« Use strong identity, privileged access controls, encryption, audit, change management, backup, and monitoring.

« Plan for SIEM outage, EDR outage, identity outage, cloud outage, network patrtition, provider failure, data corruption, and
compromised analyst credentials.

» Maintain alternative communication, critical contacts, emergency queries, containment paths, and minimum operating
procedures.

* Test recovery of configuration, detection content, cases, evidence, automation, credentials, and data pipelines.

Architecture changes

* Cloud, Saas, remote work, SD-WAN, SASE, identity-centered controls, encryption, and distributed applications move
visibility and enforcement points.

» Update telemetry, ownership, response authority, and investigation methods when the architecture changes.
» Do not assume a new platform’s native console replaces centralized correlation or cross-domain evidence.

» Track where data resides, where decisions occur, and which team can act.

DJND Modern SOC Field Manual 29



Training and Continuous Improvement

Build capability from real work
* Train on the environment’s telemetry, tools, threats, architecture, policies, and response authority.

* Use scenario drills, purple-team exercises, case replay, detection labs, hunt reviews, forensic practice, and incident
simulations.

« Include tool failure, missing data, third-party delay, legal constraints, leadership decisions, and communications.
» Measure analyst decisions and evidence quality, not only whether the training module was completed.

 Convert incident and hunt findings into reusable exercises.

Machine learning and Al
« Define the decision and acceptable failure before selecting the model.
« Validate training data, labels, drift, bias, explainability, latency, and adversarial manipulation.
» Keep provenance and evidence available to the analyst.
» Monitor precision, recall, population change, and operational impact.

» Require human approval where errors can disable accounts, isolate systems, expose data, or create material business
impact

If nobody can explain why the model escalated the case, the analyst still has to investigate it. Mystery is not enrichment.
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Analyst Investigation Checklist

Validate

» Confirm the detection logic, source events, time range, entities, and telemetry health.

» Check whether the activity is expected, authorized, and consistent with the entity’s normal role and environment.

* Identify false-positive conditions without assuming one benign explanation covers every event.

Scope

* Pivot across user, device, IP, session, process, application, cloud resource, file, domain, and time.

» Search before and after the alert for access, persistence, privilege, discovery, movement, collection, and impact.

 Check similar activity across the population.

» Mark affected, checked, unverified, and unobservable scope separately.

Decide and act
« State facts, assessment, confidence, impact, and unresolved questions.
* Assign severity using evidence and business context.
« Select containment and escalation based on authority, urgency, evidence risk, and operational consequence.
» Document actions, approvals, results, and rollback.

* Create follow-up for detection, telemetry, identity, vulnerability, architecture, or process gaps.
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SOC Leadership Checklist

Weekly operating review
« Critical incidents, active threats, containment dependencies, and business decisions.
» Backlog by severity, age, service, cause, and required skill.
 Telemetry and detection failures affecting priority coverage.
» Repeated false positives, missed scope, reopened cases, and handoff failures.
« Staffing load, after-hours burden, training, leave, and engineering capacity.

« Blocked remediation, expiring exceptions, provider issues, and corrective actions.

Quarterly service review
» Mission and scope changes.
 Threat and business priority changes.
* Capability and maturity gaps.
» Service performance and customer outcomes.
* Detection, telemetry, and response-ready coverage.
* Tool value, integration health, cost, and operational debt.

* Exercises, incidents, lessons, risk acceptance, and investment decisions.

Final rule

The SOC exists to make better security decisions sooner and turn those decisions into controlled action. If the operation

produces alerts, tickets, and dashboards without reducing uncertainty or risk, the machinery is running and the service is not.
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